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INF'ORMATION SYSTBMS PASSWORD POLTCY

PURPOSE:

'l'he purpose of this policy is to establish a stanclard tbr the creatior.r o1' strolrg passwords, the use and
ownership of those passwords, the protection of those passwords, and the fi'equcncy with which those
passwords are changed.

OVBRVIEW:

This policy rs adtninistered by the Data Managcr o1'Carolina 'l'herapy Services, Inc.

Passwords are an important part of courlruter security, and oftcn they serve as the only way to authenticate
a user. Lax password proccdures cau corlpromise Carolina'I'herapy Scrvices' eutire infbrmatiou systetls
envircxu.nent.

All Carolina 'Iherapy Services work fbrce rnembers (including employees, contractors, and vendors witl-r
access to Carolina 'llcrapy Services systems) are responsible Ibr taking the appropriate steps, as outlined
below, to select, use, and seclrre their passwords. All Il' contractors sha[1 be bound by this policy ar-rd

iurplenrcul I'f policics to supporl it.

To the extent possible, Carolina Therapy Services will only iurplement syster.ns, applications, devices, and
cquiprnent that store passwords in an cncryptcd lbrmat arrd support strong passwords. 'fhe usc ol strong
passwords by Carolina Therapy Serviccs work lbrce r.ncr.nbers is required.

It is important to rernerxber that all passwords are the property of Carolina 'l'herapy Services and tnust be
given to the Data Manager upon request.

SCOPE:

Thc scope of this policy includes all work fbrcc n-rcmbcrs who have or are resporlsiblc fbr tt systcn-ts

account (or any fort-n of access that supports ol rcquilcs a password) on any systet.u, applicatior-r, devicc,
or other cquipurcnt, that:

o Resides at any Carolina Therapy Services location, oflce or tacility;

o Is hosted by an application service provider;

o Has access to the Carolina 'I'herapy Services network, or

o Stores any norrpublic Carolina Therapy Serviccs informatiou.

Devices subjcct to this policy include erlployecs' personal smartphoues, iI' suclt devices are used to
access Carolina Therapy Services' network.
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PROCBDURBS:

General

A11 systen-r-level passwords (e.g., root, enable, admin, application acLlinistration accounts, etc.)
urust be clianged ou at least a tnonthly basis. Whenever the systelr or the application supports it,
this change must be prompted by tlie system or application itsell'on an autorlated basis.

All user-level passwords (e.g., e-urail, web, clesktop computer, ctc.) must be changed at lcast
every quarter.

'lhe re-use of passwords willnot be allowcd.

o Users t.uust uot use the saurc passworcl firr gaining access to infbmational WeLr sites as they clo

fbr gaining acccss to Carolina Thcrapy Scrvices systeurs or applications. Usels must not use the
sarne passworcl ftlr system-lcvel and application-level access.

o Passwords rnust not be inserted into e-urail messages or other forms of electronic comnrunicatior.r.

o All systeur-levcl and user-level passwords must conlbrm to the guidcliues dcscribed below.

o Default aclministration-level passworcls that corne with systcn-rs, applicatious, or devices must bc
changed immcdiately.

o Passwords rnust ncver be writteu down or stored online or on ally dcvicc without encryption.

o Passwords must not be revealed to anyone, inclucling family mer.nbers, coworkers, aud
superisors, cxcept when requestecl by the Data Manager. Suspicions that a password has been

compror.nised shoulcl be reported to the Data Manager imr-nediately. I[-anyone other than the Data
Manager asks lbr your password or fbr any othcr password, report hitl or her to thc Data
Manager iurmediately.

Passwo rd Constru cti o n Gui d eli n es

Strong passwords having the fbllowing characteristics must bc uscd:

o Contain both upper- and lower-case characters (e .g., a 2,, A :1,).

o Have at least one digit or punctuation character (c.g., 0-(.), tQl#$ohA&*O_+1---\" I |[t:','<>? .7;

r Are at least eight alphanumeric charactcrs lor-rg.

o Are not words in any languagc, slang, dialect, iargon, etc.

. Are trot based ou persoual infbrtrtation, nantes olfaruily, etc.

Do not use the "Rerneurber Password" or "store Password" leaturc o1'any systet-u, application, clevicc, or

equiptnent.
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Applic atio n D ewlopme nt Standar ils

With respect to auy application adoptecl by or clcvclopecl fbr Carolina 'l'hcrapy Services, it must Lre

assured that such application and related programs contair.r the fbllowing security f'eatures:

o Authenticate individual users, not grou;rs.

o Store passwords in an encrypted lbrm.

. Support role mattageuteut, such that one uscr cau take over the fi.rnctious of another without
having to know the other's password.

The uumber of consecutive unsuccessful atlempts to cntcr a correct password rrust be timitcd to three (3).
After three (3) uusuccesslul atterrpts, the involvecl user sessior.r ntust be either: (a) tcmporarily disabled
for a tninimut.n of tliree (3) urinutes; (b) suspended until reset by tlte Security O{l'icer or his clesigrlee; or
(c) disconnccted, if tl,e ir-rvolved sessior-r is a clial-up or othcr external network connection.

ENFOITCEMENT:

All Carolina 'Iherapy Scrvices work fbrce mernbers rrust rcport any breaches or suspected breaches o1'

this policy to the Data Mauagcr. Any Carolina 'fherapy Services work lbrcc rnembcr founcl to have
violated this policy nray be subject to disciplinary actior-r, up to ancl including tern-rination of employrrent
or other association with Carolina 'l'lierapy Serviccs. In addition, persolls violating patient confidcntiality
rights or practices tnay be subject to civil and criminal liability under applicable law.
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INFORMATION SVSTBMS AUDTT CONTROLS POLICY

PURPOSE:

The purpose of this policy is to ensurc that Carolina 'l'herapy Serviccs, Inc. has the technical capabilities
to record and exan.tit.tc infbrrnatior.r syster.r-rs that contain or use electronic protectcd ltcalth ir-rfbrmation
("e-PHI").

POLICY:

It is the policy o1' Carolina Therapy Services to irrplement and usc thc ncccssary hardware, systerns,
applications, and procedural tneasures to record and examine systeurs activity, including access ancl

transaction activity, in all inforrlation syster-ns that rcceive, store, transrlrit, or otherwise access e-PHI.
Carolina Therapy Scrvices thereby can identily and investigate unauthorizcd data access activities. It is
also tl-re policy o1'Carolina Therapy Services to exaurine and review that recorclecl activity on a periodic
basis, and to rnaintain and storc such recorclecl activity fbr a reasonable arrount of tirre. All IT
coutractors shall be bound by tliis policy and implcurent l'l policics to support it.

PROCEDURES:

1. The Data Managcr will be educatecl about tl-rc audit control leatures ar-rcl lunctionality of the
systen-rs, applications, and dcviccs that rcceive, store, transmil, or othcrwise acccss e-PHI tliat arc
in use by Carolir-ra Therapy Services.

2. The Data Manager will educate thc appropriate wclrk fbrce rncmbcrs in charge of systcurs,
applications, or devices that rcceive, stol'e, transrr.rit, ol otherwise acccss o-PHI about thc audit
control features and functionality o1'their systerus.

3. 'I'he Data Manger will ensure that the appropriatc audit control features are turned "on" and used
in all systems, applicatious, and devices that receive, store, transr-nit, orotherwise access e-l']H[.

4. If systerns, applicatiorrs, or devices that receive, store, transrnit, or otherwise access e-PHI do not
lTave adequate audit control fbatures and lur-rctionality, the I)ata Managcr will so advise tlie
President. Such systerns shall be thoroughly evaluated in Carolir-ra T'herapy Services' Risk
Asscssment.

5. The President will consider audit control f-eatures and functionality in purchase decisior-rs lbr
infbnnation systems, applications, and dcvices that receive, store, transrrit, or otherwise access e-

PHI.

6. The President will ensure that adequate systems storage is available for the storage of audit
control information.

7. At a minimum, the Security Officer, where feasible, will perfonn access and usage control audits
in the following areas:

a. Requests for Information

b. Coding
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c. 'Iranscription

d. Modem Audits

c. Sign-irr Location Audil

f. Copy/Fax I-ogs

g. Access to ntedical inlbnnatiou by user (may be raurdor.rr sample of users) and patienl
11al]te

The Data Mattagcr will report auclit coutrol discrepancies to thc President, who will cletermine
appropriate Ibl low-up activities.
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INFORMATION SYSTEMS RISK MANAGBMENT POLICY

PURPOSE:

The purpose of this policy is to ensurc that Carolina'lherapy Services, Inc. cornplies with applicable laws
regarding inforrnatior-r systems security risk managerrent.

POLICY:

It is the policy ol'Caroliua Therapy Scrvices to irrplcmcnt security l.ueasures sull'icient to reduce lisks and
vultterabilities to its infbrmation systems to a reasonable and acceptable level to comply with the
requireuents of HIPAA and the FIITECH Act. Carolina 'fherapy Services will perfbrm au assessr.nent
and manage security risks and vulnerabilities to clcctronic protected health ir-rlbmation ("e-PIJI"). 'l'his

I{isk Managetl. eut policy safeguards the conlldcntiality, integrity, ancl availability o1' all e-l,HI that
Carolina Thcrapy Services crcates, r'eccives, uraintains, or transnrits; protects against reasonably
anticipated tl-rreats or hazards to the security or integrity of such e-l']HI; and protects against reasonably
anticipatedunauthorizedusesordisclosuresol'suche-Ptll. Thepolicywill berevisitedasueecled,aspart
of Carolina Therapy Services'itnplcurentation o1'a cor-rtinuous risk monitoring, ltedback, and assesslnent
process.

PROCEDURE:

The Presidcnt of Carolina Therapy Services shall ovcrscc ar-rd appoint a Data Mauager responsible fbr all
tasks related to infbmration systems risk management in accorclance with the policies of Clarolina Therapy
Services. Sucli risk r-nauagellel1t tasks shall include, but not be limited to:

1. Itlplcmentir-rg security l.neasures to recluce identifleci risks to infonration systems to
reasonable ar-rd appropriate levels,

2. Monitoring security risks to all e-PIII systems tl-rroughout the year, including inlbrmation
systems security reviews, and providing f'eedback to the apprclpriatc work fbrcc merrbcrs
about such risks and how to prevcnt, dctcct, rcspond to, and uritigatc thcur;

3. Alerting appropriatc parties as sooll as possible in the event of a security tlrreat, inciclent,
or lapse;

4. Requiring rcporting to the Data Manager and clocur.neuting, tracking, aud fbllclw-up clf all
dclined security incidents;

5. Enlbrcing appropriate, standardized sanctior.rs for violatior-rs ol'HIPAA seculity policies
in coordination with Carolir-ra 'l'hcrapy Services' Hurlan Rcsourccs Department;

6. Conducting audits of inlbrrnation systcms activity, inclucling logins, f ile acoess, access

level rnodifications, and security incidcr-rts, and periodically reviewing thc audil
standards;

7. Periodically assessing ancl reporting to the President on the status of'the it'nplenrentatiotr
of this policy; and

B. Auditing and updating irrpler-nentation ol'this poiicy rro less thatr once per year.
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INFORMATION SYSTEMS SECURITV

Carolina Tl-rerapy Servioes, lnc. liereby cstablislics the lollowing guidclines lbr plotecting thc seculity ol'
Carolina Therapy Services' infortratiou systeurs ancl infblrlation technology tcsources. In the absence o1'
rnore detailed and specific policies and proccdures covcring the topical areas listcd below, Carolina
Therapy Services work fbrcc uetnbers should be guiclecl in their conduct by tlie lbltowing considerations.

DATA SECURITY

Policy.' Information will be saf-eguarded in a nranncr conrneusllrate witli its valuc, scusitivity, ancl
criticality. 'fhis policy is applicable to all elcctronic protectecl health infolmatiou ("c-PFII") created,
collected, stored, atrcl processed by C-'arolina Therapy Services. J'his inclr"rcles auy e-PFII that is the
property of the organization, the patient, carcgivers, researchers, and any otlier party, and tl-rat ltas been
enttusted to Carolir-ra Therapy Services for use and saf'ekeeping. All IT cor-rtrerctors shall be bound by this
policy and ir-nplerrent IT policies to support it.

CONFIDENTIALITY

Policy: Caroliua Therapy Scrviccs will lespect tlie rights ol' the patient with regard to thc conlidentiality
of e-PHI. The paticnt is entitled to infbrmation security riglrts by law ancl rcgulatory requirements, as

well as to any additional riglrts granted by Carolina Therapy Servioes, Inc.

Procedure: Any work furce member who has acoess to e-PI{l is reslronsible {br rnaintaining tl-re

confldentiality of the e-PHI. These procedures include, but erre not limitecl to, the following:

o taking uccessaly l-neasures to preserve infbrrnation confidentiality and privacy;

o rnaintaining a secure work environruent, and

o itltrediately repolting any suspectecl Lrreacl-r of infbnr-ration security to the Data Manager.

DATA I{OLDER RESPONSIBI I,ITI ES

Policy: Infbnnation system users will comply with Carolina 'I'herapy Services' inlbmration system
security controls and policies and use infbmation assets only to execute or perlbrm ar-rthorized patient or
business functions. Users also arc resporlsible lbr all work and all alocess ocourriug utrcler their
passwords. All users irr-rn-rediately n-rust relrort to the Data Manager all actual or suspected instances o1-

information asset the[1 and abuse ancl obvious contrcll wcakncsscs aff-ecting inlonnation sccurity.

MANAGER RESPONSIBI LI'TIES

Policy: Access to infirruration will be assignecl based on eurployec-speci[ic.job recluiretrents. Upon any

change in status (c.g., transfbr, termination) ol a menrbcr of Caroliua 1'herapy Serviccs' work fbrce, the

maltager fbr that work lbrce meurber shall provicle prourpt notice to the ittlbrt-uatiou systct-t-ts

administrator. Managers also are responsible for notir-rg any cleviatious fhrt.t't policy by work fbrcc
nrernbers and irrilialing any appropriirle cou'cctivc aclion as ir rcsttl{ lhclcol.
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Policy: carolina Therapy Services' Data Managcr will monitor ancl auclit inlbrmation systeln usagc forall of carolina Therapy Services' systet't-ts, incluiling but not limitecl to e-pail, Interret, patie.t carc, audfl.ancial systenls' Such tuonitoring atrcl aucliting w-ill aclclress issues such as inappropriate acccss baseclon identity or-iob description anc'lauthentication of identity. Upon cliscovery of a,y inappropriate access,the Data Manager will notily carolina Therapy Scrvices' irrira"y ofllcer arcl assist as necdecl i,determitlitlg whether a reportable breaclt occurrecl. Thc Data Manager also will ,rairtai, Ctaroli'aTherapy services'secu.rity inciclent reporting and investigation process ancl will publish, periclclicallyreview' and revise policies, procec'lure.s, anJ guicleli,-,., o-, necessaly to assurc aclecluate inlbn,atio,
systerns security.

SYS'TEM SECURITY

Policy: Infbrtlration systetlls will be saf'cgLrarclecl against any acoiclental or iltcutional unauthorizecltrodilication, disclosure, or destruction of c-PIII. Security,ll"^rr", will be employecl regarclless ol.t5e
]::9.|]" 

in which tl-re infbrn-ratiot-t is storecl, the systen-rs tliat proccss it, or the ,.,r"i1,u.ls by wliich it isllloved.

Access to e-PIJI will be granted anclconllcleutial inlbrrnation will bc disclosecl only to people who havc alegitin,ate business need fbr it' An access t'equest ancl approval process has becl ilrplernertccl t. ersure
access to infbflIation is granted appropriately; howcve., 

"r",y 
inclividual is responsibie for 1ot attemplingto access atly e-PHI that thcy are uot autl-rorizcd ol havc no legitimate business neecl to aocess.

Passwords and User IDs will be usccl to saf'cguarcl systems against any acciclcntal or iptentioralunauthorized lrodil'icatiorl, clisclosure, or destruction of "-pnl. Sce Carolina T'herapy services, Inc.,spolicy Inlortnation Systems Passworcls lbr guiclance on appropriate colstructio, ancl use of'passworcls.

Policy: Colnputing resoul'ces (systems, Iuternet, e-rlail, etc.) are proviclecl 1br tlie purpose of facilitatingCarolina'Iherapy Serviccs' patient care ancl business processes. Computing ."rou."", should ,ot be useclfbr any personal busiucss, browsing, ancl/or clisclosing ol auy conficlential inlbrmation 1br personal use.

1^']I l"tto' using these resources fbr unauthorizcd or personal pulposes may be subject to corrective
acIlolr.

Procedure: Users should not engage in any activitics that do not comply with carolina 'l'herapy
Services' computing resoul"ces policies. These inclucle, br,rt are not limited to, rlc Ibllowi.g:

o using computing resourccs Ibr personal business;

o browsing Caroiina Therapy Serviccs infbrmation;

o disclosing any confidential inrbnnatiou for pcrs,,al use; ancl

r rnaking any systetn changes unless author.izecl to clo so.

PHYSICAL SECURITY

Policy: Physical access cotrtrols will be ir-r place to ensure thc security of rnfbllation a,cl i,lo.,ation
system resources as reflccted in tlie Facility Access Controls Policy. Data processing ar.cas, ccluipurept,
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media, and other physical computing resolrrccs corrtaining sensitive infbrnration should be controlled.
The level of control is clepenclent on the level of risk ancl exposr-rre to loss.

Media storage devices will be cleared, purged, or destroyed in conlbrrrity with llll'EcH data security
provisions and NIS'l'standards, including Spccial I'}ublication 800-88, Guidelines fbr Meclia Sanitization.

ENFORCEMEN'T

Policy: All Carolina Therapy Services work force members rnust report any brcachcs or suspected
breaches of this policy to the Data Managcr. Any Clarolina Therapy Services work lorce member founcl
to have violated this policy uay be subject to disciplinary action, up to and including termination of
employment or other associzrtiou with Carolina Therapy Services. In acldition, pcrsons violating paticnt
confidentiality rights or practiccs rray bc subjcct to civil and criurinal liability under applicable law.
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INFORMATION SYSTEMS CONTINGENCY PLAN
TESTINC AND REVISION POLICY

PURPOSE:

The purpose of tltis policy is to cusure thal Clarolina -l'herapy 
Services, Inc. cor-r-rplies with applicablc laws

regarding security risk analysis and mitigation.

POLICY:

Carolina Therapy Serviccs will test the adeclr-racy of its Conliugency Plan ou a pcriodic basis ancl makc
appropriate revisiot-ts bascd upon the rcsults of and knowlcdgc gained during the testing process.

PROCEDURBS:

1. 'l'he Data Manager or designec will conduct a test of Carolina Therapy Scrvices' Contingcncy
Plan at lcast annually.

2. The Data Manager or designee will docuurent the results o1'such tests.

3. Tl-re Data Manager or designec will conduct partial tests of individual components of the
Contingency Plan on a regular basis.

4. 'I'l-re Data Mauager or dcsignee will revise the Contingency Plan as ucccssaly.

5. The Data Mauager will report to thc President conceming the results ol' testing of tlie
Contingency Plan.
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INFORMATION SYSTEMS WORKSTATTON SECURITY POLICY

PURPOSE:

To ensure that Carolina Therapy Services, Inc. urinintizes the risk of unauthorized access to or clisclosure
of electronic protectecl health inlbrmation ("e-Plll"), aud to prevent the compromisc in any way of
Carolina Therapy Services' wclrkstatious that are usecl to create, store, access, reccive, or transmit e-PHI.
All I1'coutractors shall be bour-rd by this polioy and implerrer-rt IT policies to support it.

POLICY:

Carolina Therapy Services will implernent proccdures that cltsure tl-re security of e-PIII by controlling
access to attd use of col.t-tputer deviccs including desktop, laptop, or notebook cor.nputers ("workstatiotrs");
ensuring that workstation operatirrg syster.r-rs allow fbr secure log-in; and ailowing fbr a securc unattendecl
mode (automatic logoff or securc screensaver). Carolina 'l'herapy Services also will ensure that
workstations are protected I'rotn tht'eats (e.g., rnalware, flood dar.nagc, 1ire, power surges), are patchecl
appropriately, are configured to rniniurize the unauthorized use and disclosure of e-PHI and the
installation of unauthorized soltware, and are properly reibrmattecl or destroyed to remove all o-PHI
bcfore disposal or donatiou.

PROCEDURtrS:

1. Thc Data Manager will achninister this Workstation lrolicy.

2. Proper workstation usc and security will be a topic in thc awarcness ancl training prograll fbr all
ttew arrd cxisting rrscls.

3. Tlie Data Managcr will rraintain an inventory of workstations.

4. 'I'l-re Data Manger will assess thc physical placement o1'all workstations to ensure that:

a. T'hey are placed such that damage ll'onr flood, f ire, and other hazards is n-riuirrizecl;

b. They are physically secured iI they storc e-PHI on their hard drives; and

c. They are situated sucl-r tl-rat casual observance of e-Pltl on their screens/r.r-ror-ritors is
r-ninir-nized.

5. The Data Managet will assess Carolina'I'hcrapy Services workstations to ensure that:

a. They are luuning arr operating system that allows fbr:

i. Secure login;

ii. Automatic logol'['or secure screensaver; and

iii. Encryption where required by the llisk Assessrreut.

b. They have haci all non-essential dcvices reuoved or clisablcd;

c. Operating systern patches, updates, and scrvice packs etre applied regularly;

d. 'lhey are running appropriatc anti-virus ancl anti-spyware softr.l,are;

e. 'l'hey are fl'ee fi'our all fonls of malwarc;

f. No unauthorizcd sollwarc is installed on thetn;
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g. Any e-PHI that is stored on them is backed up in accordance with Clarolina 'Iherapy

Services' policies; and

h. Any e-PIII that is stored on them is encrypted in accordance with Carolina 1'herapy
Services' policies.

6. Workstations that are not owned by Carolina 'flierapy Services will not be used to create access,
receive, store, or transtnit e-Plll, ancl will not be placed on Carolina'l'herapy Serviccs' network
lor any purpose without express written pennission o1'the Data Manager.

l. Software not authorized by the Data Manager is prohibitcd 1l'orr being installcd on Carolina
Therapy Seruiccs workstations.

B. Users of Carolina 'fherapy Services workstations will log of1' their system if they lcave thcir
systeu unattended. All Carolina Therapy Scrviccs workstations will be con{igured to either log
olf autotnatically or display zr secllre screensavcr if'r"rnutilized lbr a pcriocl o1'

(_) minutes.

9. Users wrll use Carolina 'l'herapy Services wrlrkstations according to thc lulbrmation Systeurs
Acceptable Usc Policy.

10. l'hc Data Manager will assurc that prior to disposal or donatiou, all workstations will be
relbrmatted or physically destroyed in conlbnnity with the FII'Il'iCH data security provisions, and
NIST standards, including Special Publication 00-88, Guidelines fbr Media Sanitatiou.

1 1. The Data Managcr will rcport at least serri-nnnually to the President concemir-rg implementatiorr
of this policy.

ENFORCEMENT:

'l'he Data Manager will review workstation systeur activity logs and audit trails to ensure corrpliance with
this Policy. A11 Carolina Therapy Services work fbrcc r.ncr-nbers r-nust report any breaches or suspectecl

brcaches of this policy to thc Data Manager. Violations of this Policy may result in disciplinary action,
up to and including tenlination o1'errployrrent. In addition, persous violating patient confidentiality
riglrts or practices tnay be subject to civil and crin-rinal liability undel applicable law.
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INFORMATION SYSTEMS LOGIN MONITORING POLICY

PURPOSE:

'I'he purpose of tliis policy is to eusure tliat Carolina Therapy Services, L'rc. complics with applicable laws
regarding the security o1'e-PH[ tll'ough login uronitoring. All IT contractors shall be bouncl try this poticy
and implernent IT policies to support it.

POLICY:

Carolina Therapy Services will uronitor login attempts in orcler to cletect and report login discrepaucies,
such as unauthorized and/or failed login atterrpts and dual Iogin attempts.

PROCEDURES:

1. The Security Offlcer will rnonitor aud rcview login activity.

2. Work force tnet.ubers shall alert the Security Ofllcer to login atten-rpts deerred reasonably
"suspect" by the work fbrce meutbcrs as soon as practicable. To the extent the in-rplementatiou of
such alerling is practical, Cat'olina Tlierapy Services' infbrrnation systclns shall alert the Security
Officer automatically to login atter-npts classifled by the systcr.r.r as "sus1)ect."

3. A rcasonable tiure of inactivity that will tenninate a work fbrcc tlerrber's workstatior-r by
autotnatic logoff or by secut'c screensaver will be set by Workstation policies.

4. The Data Maltager will consicler a system's login monitoring and reportirrg functionality as a
factor in Carolina T'herapy Services' syslems purchase dccisions fbr those systerrs tliat require it
and request that existing vendors add the functionality where it is lacking.

5. Work fbrce uernbers will receive training and reminders about login r-r-ronitoring and rcporting o1-

discrepancies.

6. The Data Manager will report at lcast setli-annually to thc President conceming implementation
ofthis policy.

ENFORCEMENT:

All Carolina Therapy Services work lorce merlbers n-rust report auy breaches or suspectecl breaches of
this policy to the Security Offlcer. Violations o1'this Policy shall be grouncls fbr disciplinary action, up to
and includir-rg tennination. In aclclition, pcrsous violating patient confldentiality rights or practices rray be
subject to civil and criminal liability r-rnder applicablc law.
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SANCTIONS POLICY

PURPOSE:

To ensure that Carolina Therapy Serviccs, Inc. applies appropriate sanctiorrs fbr violations of its HIPAA
Security Rule Policics and Procedures to cliscourage furtlter such violatious and to support its HIPAA
Security Rule compliance prograln.

POLICY:

Carolina Therapy Services will apply appropriate sanctions against work fbrce rner.nbers who fail to
cornply with Carolina'l'herapy Services' IllPnA Security Rule Policies and Procedures.

PROCEDURES:

1. Carolina Therapy Services shall disciplinc any work fbrcc mcrlbcr that has not complied with its
I-IIPAA Security Rule Policies ancl Procedures. Carolina Therapy Serviccs n-ray define specilic
penalties for specific security infl'actions. In the absence of such specific definitions, Carolina
Tl-rerapy Serviccs shall have the discretion to ir-r-rpose any disciplinary action for the purpose of
insuring cotnpliance, up to and including terrrination of ernployment or other association with
Carolina Therapy Services.

2. Carolina '|herapy Scrvices lnay cor.nmunicate its enlorccmcnt of sanclions lbr violations o1'

security requircmeuts to all rnembcrs of its work {brce fbr the purposc ol ensuring compliance.

3. Carolina Therapy Services periodically shall audit its implerlentatior-r of sanctions to ensuring
compliance with this policy as well as wl-rethcr the severity of applied sanctions is appropriate,
and it shall correct instauces of inappropriate sanctions or rcvisc the level of severity of sanctions
fbr violations, as uecessary.

4. Tlie Data Manager and Human Resourccs Manager will be responsible for
implementation of this policy.

5. The Data Mauager and Huuran Resources Manager will leport at least serni-annually to
the President conceruing irlplcmcntation of tliis policy.
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SBCURTTY AWARENBSS AND TRAINING POLICY

PURPOSE:

The purpose of this policy is to ensure that all mernlrers of Carolina Therapy Seruices, Inc.'s work fbrce
are aware of and receive appropriate training on maintairring tlie confldentiality, availabitity, and integrity
of electrottic protected health information ("e-PH["), as rcquired by the fllPAA Security Regulations ancl
the I-IITECH Act.

POLICY:

Carolina 'Iherapy Services will condr-rct information sccurity awareuess ancl training activilics fbr all
mernbers of its work fbrce.

PROCEDURES:

1. Carolina Tlterapy Seryiccs will implernent a security awareness and training prograln fbr all
t.uembers of its work force, including ernployees, rranagerrent, independent health carc providers,
and vendors or colltractors working onsite who have access to e-PHI in Carolina 1'hcrapy
Selviccs' irr I'orrrrat ion syslents.

2. Such awareuess and training activities will include periodic security upclates and reminders,
procedures fbr guarding against, detecting, and reporting rlalicious sollware, proccclurcs fbr
monitorit-tg log-in atten-rpts and reporling cliscrcpancies, aud procedurcs lbr creating, changing,
and saf'eguarcling passwords.

3. Training tnay be impletlented in any practical way including in person, via webcast, and e-mail
updates provided that a mecl-ranisu is itrplernented fbr ensuring that thc trainee con-rplctes the
training.

4. All new t.uctnlrers of Carolina Therapy Services'work lbrce will undergo security trainir-rg within
30 days of being hired. Indivicluals having access to e-Plll will be trainecl before they bcgin their
duties for Carolina Therapy Services.

5. Carolina Therapy Services will maintain written records of security trainiug.

6. Carolina TITerapy Scruices will rcvicw its training procedurcs rcgularly and specifically lbllowing
any revisions or additions to applicable laws and regulations regarding inlbrmation security or
confi dentiality of e-PHI.

1. The Data Manager will report at least set.ni-aunually to the President concerning irrpleurentation
of this policy.

ENFORCEMENT:

Any work lbrce mcmbcr fbund to have violated this policy rray be subject to disciplinary action. r.rp to
and including termiuation o1' er-r-rployr.nent or other association with Carolina 'Ihcrapy Scrvices. Iu
addition, persons violating patient confidentiality Lights or practices may be subjcot to civil and crirr-rinal
liability under applicable law.
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SECURITY INCIDENT PROCESS

PURPOSE:

The purpose of this policy is to ensure that Carolina Therapy Services, Inc. ancl all urernbers of its work
fbrce effectively identify, documetrt, and report infbrrlatiou security inciclents ancl responcl to such
incidents appropriately.

POLICY:

Carolina Therapy Services requires thzrt evcry merlbcr of its work fbrce repoft, and Carolina Therapy
Services will respond to, infortnatior-r security incidents that have the potential to allow utrauthorizecl
access, distuptior-r, or datrage to or theft of inlbrmation security resources, including elcctronic protcctecl
heaith ittfonnation ("e-PI{I"). Appropriatc incident respouse will iuclude rritigation activities that
reasonably lirnit the irnpact on Carolina Therapy Selices' infbrmation systems due to an inciclent, ancl
investigative activities that facilitate a resolutior.r o['such incident. All IT contractors shall bc bound
by this policy and irnplement IT policies to support it.

PROCEDURES:

1. Carolina Therapy Seryices will implement procedures fbr addrcssing infbrmation security
incidents. Such procedules will:

a. Enable Carolina Therapy Services to monitor and rcspond to security incidents 24 hours
per day, seven days per week;

b. Define the process fbr reporting information security breaches and the ir,dividual to
whom such breaches shoulcl be leported;

c. Describe the process fbr investigating such breaches, the persons to be involved in the
tnvestigation, and the appropriate timctable for concluding the investigation;

d. Describe the process fbr response ancl follow-up to the investigation, including attcmpted
mitigation, discipline o1'those fbund responsible for the breach, and any revisior-r of
security practices deemed ltecessary duc to the breach;

e. Describe thc process Ibr alerting appropriate autl-rorities in tlie event that there is an
infbnnation security threat, incident, or other lapse in informatiou security;

f. Describe the process for detern-rining whether the security incidcnt constitutes a breach ol'
unsecured PHI, as requircd by the IIITECII Act; and

g. Maintain docultreutation ol' cach security incident, inclucling the typc ol' incident; the
results o{'the investigation; thc measures taken to mitigate tl-re breach and to prcvent
future recurrences of such a breach; and any discipline taken against tl-re person(s)
responsible fbr the breach.

2. Carolina T'herapy Services will test its security incident reporting and response mcchanisn-r
regr-rlarly to detemrine its efl-ectivcncss.
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4.

Carolina Therapy Services wiI comply with Statc and Federal breach rrotification laws, including
the IIITECII breach notiflcatiou requirentcnts, as applicable.

Tlie Data Manager will report at least semi-annually to the President conoerning
implementation of this policy.
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TRANSMISSION SECURITY POLICY

PURPOSE:

To ensure that Carolina Therapy Services, Inc. secures electronic protected health infonnation ("e-Plll")
against improper alteratiou, destructior.r, or unauthorized interception during transr.nissiou.

POLICY:

Carolina lherapy Services will ilnplement sal'eguarcls fbr transuritting e-PIII to minirrize the risk of
improper alteration, destructiot-t c'rr unauthorizcd interccption duling transrtission. Such saf-eguards will
address the risk of message interceptiou and interpretation by parties other than thc intcndecl recipicnts.
These safeguards also will protect infbrmation systems frour intruders atterrpting to exploit external
cotltnunicatious points. All IT coutractors sliall be bound by this policy and implernent Il- policies to
support it.

PROCEDURES:

1. Carolina Therapy Services will liave integrity controls to ensure thc validity of the infbrrlation
seut or receivcd. '|hrough the use o{'check surrs, double keying, lnessage autl-rer-rtication codes,
or digital signatures or encryption algorithn-rs, as appropriate, such controls will corroborate that
e-PI-ll has not bcen altered or destroyed.

2. Carolir-ra 'l'herapy Serviccs will implcmelrt a r.nechanism to encrypt e-PFII whencver cleer.necl

appropriate. Transuissions of e-PIII across all opell network (c.g., the Internet) will bc encrypted
such that only the recipient can interpret ther-n, unless the patient or patient's representatives
authorizes in writing an unellorypted transmission. Encryption proccsses shall comply with the
National Institute of Standards and Techrrology ("NIST") or sirnilar Federal Inlbrrnation
Processing Standards 140-2 validatcd standards clutlining valid encryption processes that cor-nply
with the FIITIICH security provisions, including NIS'f Special Publications 800-52, Guidelines
lbr the Selectiou aud Use of Transport I-ayer Security (Tl,S) Implcmentations; 800-77, Guide to
IPsec VPNs; and 800-1 13, Guide to SSL VPNs, as applicable.

3. Carolina Therapy Seruices will recluire integlity controls Ibr any infbnnation tecl-urology
upgrades or purchases.

4. The Data Manager will rcport at least serni-annually to the Plesident collcenlillg
irnplernentation of this policy.

ENFORCEMENT

A1l Carolina 'l'herapy Serviccs work fbrcc lr-rcr.nbcrs rnust rcport any breaches or suspected breachcs o1'

tliis policy to tlie Security O1ficer. Any Carolina Tl-rerapy Services work fbrce r.nember Ibund to have
violated this policy rnay be subject to clisoiplinary action, up to and including tert-nitratiou ol ctnployrreut
or other associatior-r with Carolina 'I'l-relapy Services. Lr addition, persons violating patieut conficlentiality
riglrts or practices rray be sulrjcct to oivil and crin'rinal liability under applicablc law.
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HIPAA SECURITY COMPLIANCB EVALUATION POLICY

PURPOSE:

The purpose of this policy is to ensure that Carolina1'herapy Services, Inc. complies with applicable laws
regarding evaluation o{'its HIPAA Security compliance.

POLICY:

Carolina I'herapy Scrvices will review all HIPAA Security Policies and Proccdures fbr technical arrcl nor.r-
technical viability, el'lcctiveness, and compliance with the HIPAA Security Rule at least on an annual
basis. Carolina Therapy Serviccs will cvaluate its overall HIPAA Security Rule cornpliance plan at least
on an auuual basis.

PROCEDURES:

1 . The Data Manager will be resporrsible fbr ir-rsuring Carolina 'l'herapy Services practices and
procedures cornply with the HIPAA Security Rule by considering:

a. Changes in thc HIPAA Sccr-rrity or Privacy Regulations;

b. New t'ederal, state, or local laws and regulations afl'ecting HIPAA;

c. Changcs in the risk ltlanagemcltt process;

d. Changes in Carolina'lhcrapy Serviccs' IT enviror.u.nent,

e. Changes in Carolina Thcrapy Serviccs' business processes with respect to I'f, or

f. A significant security incident occul-s.

2. 1'1-re Data Manager will periodically review the current I-IIPAA Security Rule Policies and
Procedures and invite work fbrce uret.nbcrs to offer feedback, coullents, ar-rd other input
regarding Carolina T'herapy Services' I'IIPAA Security Rule Policics and Proceclures.

3. Wher-r ltecessary, the f)ata Mauager will r,rpdate the Policies arrd Procedures to etlsure corr,pliance
with the HIPAA Security Rule.

4. The Data Manager may ask the President to request assistance fror-n Carolina Tl-rerapy Services'
counsel in complyir-rg with this policy.

5. Tlie Security Otficer will report at least semi-a1111ually to the President conccrning
implementatior-r of tliis policy.
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DEVICE AND MBDIA CONTROLS POLICY

PURPOSE:

The purpose of tliis policy is to tnanage the receipt and ren.roval of hardware ancl electronic media into
and out of Carolina Therapy Services, Inc. and within Carolina 'l'lierapy Services to rnaintain the
confidentiality of the electrouic protected health inlbrmation ("e-PHI") contained ou such rnedia.

POLICY:

Carolina Therapy Services has established proceclures govenring the receipt and removal ol'harclware and
electronic uredia that ootrtain e-PHI into ancl out o1'Carolina Therapy Scrvices, and Carolina Therapy
Services rnonitors the t.uoveurent o1'these items within Carolir-ra T'herapy Services' operatior.r, as desclibed
below. All lT coutractors shall be bound by this policy ancl irrplernent IT policies to supporl it.

PROCEDURES:

1. Carolina'I'herapy Services will appropriately disposc o1'electronic rnedia and devices that store e-
PHI.

a. Colrputer hardware and olcl tapcs, diskettes, hard drives, and olher rnedia storagc
devices, when ready lbr disposal, will be physically destroyed consistcnt with National
Institute of Standards and 'l'echnology ("NIS'1") Special Publication 800-BB, Guidelines
fbr Media Sanitatiot-t, such that they can nevcr bc uscd again and e-PHI cannot be
retrievecl fl"om the devices.

b. The Data Manager or designee periodically will review and update Carolina Therapy
Services' data disposal proccsses.

Befbre any tnedia, including tapes, diskettes, hard drives, and USB devices are reused, the Data
Manager or his dcsignee will reurove e-PFII fl'om all sucli media by making the data uureadable
or unrecoverable consistent with NIS'f Special PublicatiorT 800-BB, Guidclines for Media
Sanitation.

No removable device (including cell phones and tablets) or rnedia shall be used to storc o-PHI
without written authorization 1l'or-r-r the Data Managcr. Al1 rer-novable devices or rredia tliat storc
e-PHl must be encryptecl. The Data Manager will rnair-rtain an irrvcntory of all reurovable
hardware aud electronic rnedia that stores c-PHI. Inch-rded in this irrventory will be the
individuals responsible fbr these devices ancl r-ncclia whcn tl-rey are lemoved fl'om or rlovcd withirr
Carol ina Therapy Scrvices.

Workforce meurbers who accesscd c-PFII using personal devices, including oell phoires and
tablets, will be requircd to allow Carolina T'herapy Serviccs to access or coutrol their device at

any time, including, if necessary, to wipe all data fi'orn the device. Workfbrce rlernbers must also
submit thcir pcrsonal devices to the I'l' department fbr rcrroval of any e-PFII prior to termination
olemployment.

2.

J.

4.
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The IT department will establish procedures for ordering, receiving, distributing, installing, and
disposing of hardware and so{twarc,
security provisions.

with NIS'f guidelines and the IIITECH Act

The Data Manager will report at lcast serni-annually to tho Presidcrrt conccrning
irnplernentation of this policy.

ENFORCEMENT:

All Carolina Therapy Services work lbrce trerrbers rnust report any trreaches or suspected breaclies of
this policy to the Data Manager. Any work lbrce rrcmber fbund to have violatecl this policy may be
subject to disciplinary action, up to aucl inch-rding termination of cmployment or other association with
Carolina 'l'herapy Services. In addition, pcrsous violating patient conhdentiality riglrts or practices rray
be subject to civil and criminal liability unc'ler applicable law.
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FACILITY ACCESS CONTROLS POLICY

PURPOSE:

The purpose of this policy is to cttsure tliat CaroliuaI'lierapy Services, fttc. protects illormatiol security
resources by outlining I't-titlitnally acccptable physical sccurity practices, controllilg access to its
iulbrtnation resources, and mattaging access Ibr those persons perforrliug repairs o1 Carolila Therapy
Services, Inc.'s infbnlation systerns equipmcnt.

POLICY:

Carolina 'l'herapy Services, h-tc. t.uaiutains lacility access controls that sal'cguarcl Carolina Tl"rerapy
Services, Inc.'s facility and its informatiou security resources ll'orn unauthorizecl access, as clescribecl
below. Al1 IT coutractors shall be bound by this policy anci implement IT policics to support it.

PROCEDURES:

1' Carolina 'I'herapy Services, Iuc. has implementecl proceclures to limit physical acoess to its
electronic infomratiort systelrs anci to the facility or lacilities in which they are l-rousecl, wl-rile
ensuring that properly authorized access is allowed during appropriate hours ancl cluring tin-res of
disaster recovery. Such procedures:

a. Saf'eguard the facility fl'om unauthorized physical access and saf'eguard the infbrmation
systems equiptnertt fiom unauthorized physical access, tampering, and theft, both aftcr
uortlal business hours and cluring business hours by unauthorized individuals;

b. Rcqr"rire the use of physical t.uechauisrrs to control access to builclings ancl/or cornputer
facilities, such as surveillance cameras, kcys, tokens, and courbinations;

c. Establish procedures regarding the physical and infbrmation security access of visitors,
including where applicable, r'uaintenance of a visitor 1og, positive identification check,
aud an infbrtlatiou tcchnology ar-rthorization check befbre visitor access is approvecl;

d. Eusurc that persons testing and perfbnring repairs on Carolina'Iherapy Services, Ltc.'s
in{brmation systetns equipment are only allowed acccss to that equipmcnt or thosc
systen.rs being tested or repaired;

e. Require regular auditing and mouitoring of these physical urechanisurs fbr facility and
system security breaches;

f. Include a proccdut'e [or sanctiouing security breaches, and ntaintain a recclrd o1' sucl't
breaches and tlie l-nanner in which Carolina Therapy Services, Inc. responded to each;
and

g. Identily one person to be responsible for maintaining and upclating the facility security
p1an.

2. Carolina Therapy Services, Inc. rraintaius records docr-unenting repairs or modifications to the
facility (e.g., hardwarc, walls, doors, locks) and evaluates the eI'l-ect of any repairs or
rnodifications upon the {acility security plan.

rl ri
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ENFORCBMENT:

A11 Carolina 'fherapy Services, Inc. work fbrce mcmtrers lrllst report any brcaches or suspectecl breaches
of this policy to the Data Manager. Any work lbrce merrbcr lbund to have violatcd this policy rnay be
subject to disciplinary actiou, up to and including termination of ernployrnetlt or other association with
Carolina Therapy Setvices, Inc. ln adclition, persons violating patient conftdentiality riglrts or practioes
uray be subject to civil and criminal liability under applicable law.
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INF'ORMATTON SYSTEMS CONTINGBNCY PLAN

PURPOSE:

'fhe purpose of this policy is to ensure that Carolina Therapy Services, Inc. maintains an infbmratiorr
systetns Contingency Plan to address Carolina 'Iherapy Services operations iu the event of interruptions
to the critical functions o1'Carolina'l'hcrapy Services' infbnnation systcrns.

POLICY:

Carolina Therapy Services will rraintain a Continger-rcy Plan addressing the steps that rnust be taken to
maiutain business critical functions in the evcnt ol losses, disruptions, or disasters aff-ecting C]arolina
Therapy Senrices' tacilities and/or information systelns.

PROCEDURES:

I . The Contingency Plan will be uraintainecl by the Data Manager and include strategies to cnsure
the contingency of information systcms.

2. As part o1'the Contingency Plan, the Data Manager will also oversee a data backup plan to restore
data in an eluergency or other occurrence (c.g., Iire, vandalistn, system lailure, cyberattack, or
natural disaster) that may darnagc or comprol.l'rise its inlbnuation systems.

3. The Contingency Plan will also cstablish enlergerlcy operations procedures to address continuing
operatiorts of iuforrnation systelns in the event of various ertrergencies.

4. The Data Manager wiil conduct periodic testing ol'the Contingency Plan and revise the plan i1'

necessary.

5. The Data Mauaget' will report at least semi-annually to thc Presidellt conceming
implementation of this policy.
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INF'ORMATION SYSTEMS ACCEPTABLE USE POLICY

OVERVIEW:

This policy sets forth, in general terms, Carolina Tlierapy Services, h.ro.'s practices fbr r-rse of
and access to Carolina Therapy Serviccs' IT resources. This policy references additional speoific
policies, wliich tnust be read and acknowleclged in conjunction with this policy. The lists of
activities below are by no lreans exhaustive, but atterlpt to provide a genoral fiarnework for
activities that fall into tlie catcgory of acccptable and unacceptable use.

AUTHORITY:

Tliis policy is adrninistered by tlie Data Managcr of Carolina Therapy Services. The intent of
this Acceptable Use Policy is both to infbrrn ancl to protcct Carolina Therapy Services' IT users
(work force metnbers, subcontractoLs, consultants, and trading partners), and Carolina Therapy
Services fi'orn illegal or damaging actions by IT Llsers.

PURPOSE:

The purpose of this policy is to outline the acceptable use of Carolirrei Therapy Services' IT
resources-irrcluding, but not lirnited to: cornputer products, equipment, and systerns, including
desktop/notebook cotnputers, peripl-rerals, tablets, and otl-rer portable devices, medical/1ab
equipment and devices, software applications, opcrating systems, telephone systerns, storage
media, and network accounts proviclir-rg e-rnail and Intemct access. All IT contractors sliall be
bound by this policy and irnplernent IT policics to support it.

Breaches of this policy could challcnge the confidentiality, integrity, and availability of data
handled by Carolina Tlierapy Services' IT resources by exposing Carolina Therapy Services to
risks, includiug virus attacks, "hacking" attacks on ollr network systems, and
intentional/unintentior.ral unautholizcd disclosure of protcctcd health infonnation ("PHI") or
electronic plotected health inforrnation ("e-PHI"). Breaches of this policy could expose Carolina
Therapy Services to 1ega1 and regulatory actions.

SCOPE:

Tliis policy applies to all IT users at and IT rcsources ownecl by Carolina Tlierapy Serviccs.

POLICY:

Ownership

I. All IT resources and all lltessagos and other data composed, sent, received, or stored on

these systelrs are and rernain the property of Carolina Therapy Services. Calolina
Therapy Services resorves the right to audit ancl rnonitor usage of these rcsollrces, and to

access, view, and disclose their contcnts, with or without noticc to or the cousent of the

IT user, ilt accordance with the requirements of HIPAA and any other applicable laws
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and regulations. These IT resources al'e provided to Carolina Therapy Services work
force members prirnalily to servc the interests of Carolina Therapy Services ancl of its
patients irr the ordinary course clf business. The Data Manager will rcport at least seuri-
anrrual1y to tlie President concerning implementation of this policy.

Gcneral Securitv and Proprietary lnformation

IT users tnust take all necessary steps to prevent the unauthorized disclosure of and unauthorized
access to scusitive and confldential infbnlation, including e-PHI, on any Carolina Tlierapy
Services IT resource. IT uscrs must keep passwords secLlrc in accordanoc with the Infonration
Systerns Password Policy. IT users t.nust comply witli all Carolina Therapy Services Information
Systerns policies and procedures at all times.

o All [T resources uscd by IT users that are conneated to the Carolina Therapy Services.
Internet/lntranet/Extranet, whether owned by thc IT user or Carolina Therapy Services
shall be contiuually executing approved virus-scanning software with a current virus
database.

. Any IT rcsource owned by Carolina Thcrapy Services and used at an IT user's horne or
other locatioti must be used in accordance with tliis Acceptable Use Policy and all otl-rer
Infonnation Systcrns policics and procedures, and tnay be so used only with perrrission
of the Data Manager.

Unacceptable Usc

Under no circutnstauces is an IT uscr of Carolina Tlierapy Services authorized to engage in any
activity that is illegal under local, state, f-ederal, or international law while utilizing any IT
resoul'ce owned by Carolina Therapy Serviccs.

The following aotivitics are, in general, prohibited (certain IT users may be exempted fr"om these
restrictions during the course o1'their legitirr-rate job responsibilities, as approved by the Data
Manager):

o Acts that violate the rights of any person or compally protected by copyriglrt or other
intellectual property, irrclLrding the installation, Llse, or distribr.rtion of technology
produots/services fbr wliich Carolina Therapy Services does not owrl a liccnse.

o Usir-rg any of Carolina Therapy Services' [T resources to engage
fbrwarding rnaterial tliat is in violation of scxual harassrlent or hostile
including but not limited to pornograpliic r.naterial.

in obtaining or
wolkplacc laws,

o Unautl.rorized copying of any and all copyrighted rnatcrials for wliioli Carolina Therapy
Services or the IT user does not have an active license.

o Unauthorized copying of confideritial data (specifically inclr.rding e-PHI) witl.rout
pennission frorl the Seoulity O11lcer.
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. Making IT resources availablc to urrauthorized IT Llsers.

Using any lT resollroe for personal gain.

Exporting software or tcchuical ir-rfbrmation in violation of inteniational or regiolal
export control laws.

Introduoirrg any nollapprovcd application software or other progralns (rnalicious or not)
ir.rto any IT resource owncd by Carolina Therapy Selvices without the pennission of the
Data Manager.

Transportit,g clata by any lreans to one's home, exoept whcn using a Carcllina Therapy
Servioes laptop computer or other device.

Revealirtg olle's account passwurd or other authentioation method to othels or allowing
use of one's accourrt by others, inclucling tamily members.

Circumventing user authcntication or security of any IT resource.

Makirig fi"auduleut ofl'ers of prodr"rcts or services originating fi'orn any Carolina Tlierapy
Serviccs account.

o Causing disruption, congestion, or security breaches of network cornrnunications.
Security breaches include, but are r-rot limitecl to, accessing data that the IT user is not
authorized to access or logging iuto a server or account that the IT user is not expressly
authorized to access.

o Port scanuit-tg or sccurity scanning, uuless approvcd by the Data Manager.

o Exccutillg a1ly fbnn of IT resource monitoring which will intercept data not intended lbr'
the IT user's use, unless this activity is a part of the employee 's norrnaljob/duty.

o Using ally prograur/script/colnmand, or ser-rding lnessages of any kincl, with the intent to
iuterfere with, or disable, au lT resource owned by Carolina Tlierapy Services.

ENFORCEMENT:

All Carolina Therapy Serviccs work lbrce rncmbers must report any brcachcs or suspected
breaches of this Acceptable Usc Policy to the Data Manager. Any work force mernber fbr"urd to
have violated this policy tnay be subjcct to clisciplinary action, up to and including terminatiori of
etlployment or other association with Carolina Tlierapy Services. In aclclition, pel'so11s violating
patient confidentiality riglits or practices lnay be subject to civil and criminal liability under
applicable 1aw.
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INFORMATION ACCESS MANAGEMENT POLICY

PURPOSE:

Tlie purpose o1'this policy is to ensure that Carolir-ra Tlierapy Services, Iuc. maintains infbrmation access
controls on its ir-rfbrmatiou systems to know, at any given tir-ne, wliich work fbrce merlbers may vicw or
disclose electronic protected health inforrnation ("o-PIII").

POLICY:

Carolina Tirerapy Scrvices lias established infbrrration access controls on its inlbnnation systerrs to
protect e-PFII and other infortnatiot-t fl'our unauthorized viewir-rg, modifrcation, or disclosure, as clescribed
below. All IT contractors shall be bounci by this policy and irrplement IT policies to support it.

PROCEDURES:

1. The Data Manager will oversce Clarolir-ra 'l'herapy Services' infbruration access procedure that
grants access to c-PHI based upon job classifications specifying the minimum level of
information access required to perfbrm eacli job.

2. Tlie Data Mattager, in coujunction with the Llurnan Resources Managcr, will deterrline who may
access e-PI II in tlie event of coutingency or disaster rcoovely operations.

3. 'l'l-re Data Mauager will oversee the rraintenance o1'rccorcls of all work force mernbers' level clf
access to inforn-ration security systeurs, based upon each individual's verifled work-related nced
fbr access to e-PIII. Such records tnust be updated every time an inclividual's levcl of access to c-
PHI is cl-ranged. These records will be pcriodically audited to ensure thcir accuracy.

4. Every work fbrce ueuber r-nust undergo training belbre gainirrg acccss to e-PI II.

5. Each work fbrce mctnber trust acknowledgc in writing his or her understanding and acceptance
of the responsibility that accon-rpanics tire grant of access to e-PHI.

6. Individual work lbrce utet-nbers' aocess to e-P[lt will be changed as a rcsult of administrativc
actions (cmployee transf'er, change in job description), and access to all infbrrration systems
resources will be terminated promptly in the event o1'an employee's terrrination or resignation.
Iiollowing tenrinatiou, Carolina 'Iherapy Serviocs will conduct an exit interview and ask whetl-rer
tl-re er-nployee was awat'e of any infbrrnation security breaches.

7. Tl're Data Mauager will report at least serni-annually to tlie Presidcnt concerning
implementation of this policy.

ENFORCUMENT

Policy: A11 Carolina 1'herapy Services work force rlembers r.nust report any breaches or suspectcd
breaches o[ this policy to the Data Manager. Any Carolina 'l'herapy Services work lbrce mernber fbund
to have violated this policy rnay be subjcct to disciplinary action, up to and inclucling tennination of
ernployrnent or otl-ier association with Carolirra 

-fhcrapy Scrviccs. In addition, persons violating patient
confldentiality rights or practices rnay be subjcct to civil and criminal liability under applicable law.
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COMPUTER AND INFORMATION USAGE POLICY
AND AGREEMENT

Each person holds a position of trust when accessing data and resources of Caroliua Therapy Services,
Inc. and must recogttize the rcsponsibility to preserue the security and confidentiality of this infbrrration.
Therefore, all persons who are autl-rorized to access clata ancl resources, both through Carolirra Therapy
Services, Inc.'s infbnlation systems and through individual local area networks ancl databases, rrust reacl
and comply with Carolina Therapy Seruices' policies.

Those who cannot follow these standards of behavior rray be denied access to Carolir-ra1'herapy Services'
cotnputer systems and networks. Persor.rs violating these standards r-nay be subject to penalties, inclucling
disciplinary actiott under Carolina 'I'herapy Services' policies and uncler federaI ancl state laws.

The following specific principles apply to all Carolina 'l'herapy Scrvices stall, employees, physicians,
volurtteers, students, fhculty, and contractors regardless of their job classiflcation or position. Each of
these persons agrees to:

o Respect the privacy and rules goveruing the use o1' any infbrmation accessible through the
computer systctl or network and only utilize infbnnation llecessary lbr perfbrrnance of rny job.

o Respect the ownership of proprietaty soI1ware. Iror example, I will not makc unauthorized copies
of such software fbr my owl1 use, eveu when the software is not physically protected against
copying.

. Respect the fltite capability of the systerrs, and limit my owl1 use so as not to interf-ere
unreasonably with the activity o['other users.

Respect the procedures established to rnanage the use of the system.

Prevent unauthorized use o1'any infonration in files ntaintaincd, stored, or processed by Carolina
Therapy Services.

Not seek personal benefrt or pertrit others to benel'it pcrsonally by auy conflclential inlbmratiorr
or use of equipment available tlirougl'i my work assignrnent.

Not operate any non-licensed software o11 any cornputer provided by Carolina Therapy Services.

Not exhibit or divulge the contents ol any recorcl or report except to fulfill a work assignrnent ancl

in accordance with Carolina Therapy Services policy.

Not knowingly include or cause to be includecl in any record or reporl a lhlse, inaccurate, or
misleading entry.

r Not remove or copy any recorcl or reporl li'on tl-rc olllcc whcrc it is kept, exoept in the
perfbrmance of my duties.
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. Not download any record or files outo a laptop, USB {lash clrive, or other porlablc devioe, except
in tlie perfbrlrzlnce of my duties. I further agrcc to safeguard any such portablc devicc against
theft or unauthorized acccss.

o lteport any violation of this policy.

o Understand tl-rat the iufbrmation accessed through all Carolina 'fherapy Services' infbnnation
systel-ns contains sensitive aud confldential paticnt care, business, fiuancial, and entployee
infbnnation that should only be disclosed to those authorized to receivc i1.

o Not release r-r-ry autheuticatiot-t cocle or dcvice to anyone clsc, or allow anyonc clse to access or
alter infbnnation under my iclentity.

o Not use allyone else's authentication cocle or dcvice in order to access any Carolina Thelapy
Services systeur.

r Respect the conlidentiality of any reports priuted or copied frorn any information systern
containing patient informatiou ar-rd l-randlc, store and dispose o1'these repofis appropriately.

o Not divulge auy inlbrmation that idcntifles a patient except as pcrmitted by Carolina 'fhcrapy
Services policies and applicable law.

o Understand that all access to Carolina Therapy Scrviccs system will be monitored.

o Uuderstand tlrat my obligations under this Agreement will cor-rtinue after termination of my work
at Carolina Therapy Services. I understand that r-ny usage privilegcs are subject to periodic
review, revision, and if appropriatc, rencwal.

By signing this, I agree tliat I have read, unclerstand, and will corrply with this Policy and Agreement.

Signature Date

Printed Narne
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Disciplinary Action Policy for Lost, Stolen, or Damaged Company
lssued Equipment

Table of Contents
1,. Background

2. Purpose

3. DisciplinaryActions

1,. Background
CTS Employees are directed to understand the disciplinary process as it pertains to the focused
issue of information technology within the larger scope of the disciplinary process as found
within the CTS Policies and Procedures and the Employee Handbook.

2. Purpose
The purpose of this policy is to define the disciplinary process and actions for any employees

who are assigned CTS owned equipment that is lost, damaged, or stolen. This disciplinary policy

applies to, but is not limited to, all devices and accompanying media that fit the following device

cla ssif icatio ns:

o lPads

o lPhones
o Laptop Computers
o Tablet Devices

o Mobile Phones

o Cellular Computing Devices (ex. MlFl)
o Ultra-mobile PCs (UMPC).

o Any mobile device capable of storing corporate data and connecting to an unmanaged
network.

3. Disciplinary Actions
The following disciplinary actions are agreed upon by CTS and the CTS Employee or end-user of
the assigned equipment:
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I Pad/Tab let Da ma ge/Loss/Theft

. 1st lnfraction...... Write-Up & Warning

. znd lnfraction...... Write-Up & S25O replacement fee
o 3'd lnfraction...... Dismissal & S25O replacement fee

taptop Damage/Loss/Theft (Computers that are 0 - 2 years-old)

. lst lnfraction...... Write-Up & Warning

. 2nd lnfraction...... Write-Up & 5150 replacement fee

. 3rd lnfraction...... Dismissal & S15O replacement fee

Laptop Damage/Loss/fheft (Computers that are 2+ years-old)

. 1st lnfraction...... Write-Up & Warning

. 2nd lnfraction...... Write-Up & S50 replacement fee

. 3rd lnfraction...... Dismissal & S50 replacement fee

Desktop Damage/Loss/Theft (Computers that are 0 - 2 years-old)

. 1st lnfraction...... Write-Up & Warning

. 2nd lnfraction...... Write-Up & S2OO replacement fee

. 3rd lnfraction...... Dismissal & S2OO replacement fee

Desktop Damage/Loss/Theft (Computers that are 2+ years-old)

. 1st lnfraction...... Write-Up & Warning

. 2nd lnfraction...... Write-Up & S50 replacement fee

. 3rd lnfraction...... Dismissal & S50 replacement fee

lPhone/Android/Mobile Phone Damage/Loss/Theft

. 1st lnfraction...... Write-Up & Warning

. znd lnfraction...... Write-Up & $2OO replacement fee

. 3rd lnfraction...... Dismissal & S3OO replacement fee

Mobile Devices with Data Plans including, lPhone/lPad Use Overages

. 1st lnfraction...... Verbal Warning

. 2nd lnfraction...... Write-Up & Warning

. 3rd lnfraction...... Write-Up & Overage Fees

General lT Violations Beyond Equipment Damage/Loss/Theft

o 1't lnfraction...... Verbal Warning

. 2nd lnfraction...... Write-Up, Warning & Suspension w/o Pay

. 3rd lnfraction...... Dismissal

tl

,]
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CAROLI NA TH ERAPY SERVICES

EMPLOYEE AGREEMENT

EMPLOYEE'S NAME (PLEASE PRINT) DArE (MM/DD/YYYY)

POStTtON/JOB TrrLE FACTLTTY(FACtLtTtES)

have read the Carolina Therapy Services Acceptable Use Policy. lam
familiar with its contents. I agree to abide by these guidelines and understand the enforcement thereof. I

understand that my use of the CTS network, workstations, laptops, mobile devices, & printers may be monitored.

EMPLOYEE SIGNATURE:

On this date,
model information:

Serial Number:

Serial Number:

Serial Number:

Serial Number:

EMPLOYEE SIGNATURE:

MANAGER SIGNATURE:

DIRECTOR SIGNATURE:

DATE:

I have received a laptop/workstation/mobile device with the following serial and

Model:

Model:

Tag:

Tag:

Tag:

Tag:

Model:

Model:

I understand, having read the Carolina Therapy Services Acceptable Use Policy that I am responsible for all
electronic equipment that I have been issued. I agree that at the end of my employment, voluntary or otherwise,
to return all equipment issued to CTS immediately in good working order. I understand that CTS reserves the right
to collect the replacement value of any devices in the event it is not returned, or is returned in an inoperable or
damaged condition.

DATE:

DATE:

DATE:

rE,
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